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Abstract

In this paper, variations of a model bridging the gap between classical software reliability models and
failure models designed for systematic testing are described. The expected values of the numbers of code
constructs in the different states defined are formulated as non-homogeneous Markov chains.

1 Basic Markov model for software code construct coverage

A basic proposition of software reliability engineering is that the failure data analyzed has been collected
while testing the software according to its operational profile. On the one hand, this requirement makes
sure that reliability estimations and predictions based on the test data also hold for the user environment.
On the other hand, the derivations of classical software reliability models explicitly or implicitly rely on

the assumption that the testers show a certain behavior that is related to operational testing. Piwowarski,
Ohba and Caruso (1993), for example, demonstrate that the mean value function of the well-known Goel-
Okumoto model (cf. Goel and Okumoto (1979)) arises when code constructs (e.g., code blocks) are sampled
with replacement by equally-sized test cases. This setup resembles operational testing with a homogeneous
operational profile.

The vast majority of industrial organizations actually employs systematic testing techniques (e.qg.,
equivalence partitioning). One goal of such strategies is to test as much of the software under test within
the given time and budget constraints. Therefore, they try to avoid repeated executions of code constructs
already exercised before. It is clear that classical software reliability models, which are based on operational
testing, may not be appropriate for modelling the shape of the software failure pattern encountered by testers
following a systematic approach to testihg.

This gives rise to the question what a model for failure data collected during systematic testing should
look like. A highly simplifying approach is proposed by Rivers and Vouk (1998): They assume that no code
construct is exercised twice. Since systematic testing techniques cannot accomplish perfect avoidance of
repeated code construct executions, a more realistic model would have to allparfiat redundancy in
code construct sampling.

For that end, we distinguish between three different states a code construct may take: “untégted” (
“already tested with the possibility of being tested again in futufgy and “tested and eliminated from
further consideration” ). Let G 4,1 denote the number of code constructs residing in statsefore
execution of the'” test case, wherd € {U, T, E}. We make the following assumptions about how code
coverage is attained:

1. The program under test consistdtode constructs. At the beginning of testing, all constructs are in
stateU, i.e.,Gyo = G.

2. Per test case,constructs are sensitized on average.

This argument does not imply the notion that systematic testing techniques actudlbttargi.e., more efficient in detecting
the faults that matter most to the customers) than operational testing. Theijffarent- and these differences show in the shape of
the software failure pattern; hence the need for different models.



3. For each of the constructs residing in either stater statel” at the beginning of the execution of the
ith test case the probability of being exercised by the test case is theggcnt_u?jiGT—__l.

4. On average, a constant fractiof0 < r < 1) of those constructs exercised by a test case changes to
(or stays in) statd” and may be tested again in future. The other constructs are eliminated and take
stateF.

According to this setup, thexpected valuesf the numbers of code constructs in each of the three states
after thei'” test case has been executed are determined by the expected values of these quantities after the
execution of thei — 1)!" test case. Therefore, the sequence of the expected values forms a Markov chain:

E(GU,Z') 1-— Z3 0 0 E(GU,i—l)
E(GT,i) = zZr 1-— Zi(l — T’) 0 E(GTJ‘_l) (1)
E(GEJ) Zi(l — 7“) Zi(l — T‘) 1 E<GE,1‘—1)

The expected transition probabilities from stateto stateB, map,; (A, B € {U,T,E}), depend on the
probability that one specific construct of those constructs expected not to have been eliminated during the
fir§t (i — 1) test cases is gensitized by ik test casey; = E(GU,i_l)iE(GT,i_l)' In figure 1, the structure of

this Markov model is depicted.
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Figure 1: Structure of the basic Markov model

We are interested i (GT”")J&E (C.i) , the expected code coverage achieved as a function of the number of test

cases executed, It can be shown that(i), the continuous approximation of this function, takes the form

k(i) = { 1-(1-4(1 _r)i)%r if0<r<landis [2(1—m)]"" ' @)
1—exp(—%-i) if r=1

This result confirms that the Markov model is a generalization of the approaches by Piwowarski et al. and

by Rivers and Vouk: For = 1, i.e., if constructs are never eliminated, the exponential model derived by

Piwowarski et al. is obtained. Assuming perfect avoidance of redundaneyj, on the other hand, leads to

a linear relationship between the number of test cases executed and code coverage achieved, like in the setup

proposed by Rivers and Vouk. Apart from these extremes, the model also contains the more realistic cases of

partial redundancy in code construct sampling.

2 Extended Markov models for fault detection

The Markov model discussed in the last section can be extended to include fault detection and correction. This
requires the distinction between faulty and correct code constructs. Let there be six different states a code
construct may take: “untested and corredt(¥), “untested and faulty”{ '), “tested and correct”{C"),

“tested and faulty” T'F), “eliminated and correct”C) and “eliminated and faulty” £ F"). Consequently,

the four assumptions of the basic model have to be reformulated as follows:

1. The program under test consistgbtode constructs. At the beginning of testing of these constructs
are in statd/ F’ (i.e., they are untested and faulty); the remaini6g— uo) constructs are in statéC'.

2For details concerning this derivation as well as the following ones please refer to Grottke (2001).



2. Per test case,constructs are sensitized on average.

3. For each of the constructs residing in one of the stétés UC, TF andT'C' at the beginning of
the execution of the!” test case the probability of being exercised by the test case is the same,

p
Gur,i—1+Guc,i-1+Grr,i—1+Grc,i—1"

4. On average, a constant fractiofD < r < 1) of those constructs exercised by a test case may be tested
again in future. If such a construct is faulty after the test case execution, it changes to (or stays in)
stateT'F’; if it is correct after the test case execution, it moves to (or remains in) BtéteThe other
constructs are eliminated and take st&t€ or stateE'C, respectively.

The rephrasing of the assumptions lays the foundation for the model extension, but it does not change ex-
pected code coverage growth. Equation (2) still holds true. However, these assumptions are not sufficient for
determiningN — E(Gyr;)— E(Grri)—E(GEgr,), the expected number of failure occurrences as a function
of the number of test cases executed, as well(@y its continuous approximation. Additional assumptions
have to be made.

Several existing models, e.g. the ENHPP framework by Gokhale et al. (1996), suggest that executing a
faulty construct may only result in a failure occurrence if the construct is exertisduk first time Within
the Markov model such a proposition can be formulated as follows:

5. When a code construct at which a fault is located is exercised for the first time, the fault causes a failure
with activation probabilitys (0 < s < 1). The fault is then removed instantaneously and perfectly.
If no failure occurs during the first execution of the code construct, then the fault will not be detected
until the end of testing.

In the structure of the resulting Markov model shown in figure 2(a) “transitions” within one state have been
omitted in order to maintain a clear diagram.
From the five model assumptions given follows the mean value function

1 —
wos [1= (1= F1=r)i) ] fo<r<1andi<[50-7)]"

3
ups [1 —exp (=5 - 1)] if r=1 ©)

p(i) = upsk(i) = {

This result fits well with intuition: If fault detection is possible at the first execution of a faulty construct only,
then the number of failure occurrences is proportional to the expected level of code coverage attained.
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Figure 2: Structures of the two extended Markov models



However, a code construct can be exercised several times with variables taking different values. Therefore, a
fault may well be revealed even if the faulty code construct has already been covered before. To account for
that, assumption 5 of the first extended model is replaced by the following one:

5. When a code construct at which a fault is located is exercised for the first time or repeatedly, the
fault causes a failure with constant activation probabiit{f0 < s < 1). The fault is then removed
instantaneously and perfectly.

This proposition adds two more transitions with transition probabilities larger than zero to the Markov struc-
ture of the expected numbers of code constructs in the different states (cf. figure 2(b)). The corresponding
mean value function takes the form

1—r+rs

(i) = { v 1= (1= &0 =n)i) | fo<r<iandi<[50-7)]"
ug [1 — exp (—5si) | if r=1

Clearly, for0 < s < 1 the expected number of failure occurrences is not proportional to the expected code

coverage achieved. Rather, as shown by Grottke (2001), in this case the derlvdtg\)ewrth respect to

the number of test cases executed is positive. This means that as testing proceeds relatively more failures

occur per percentage of newly gained code construct coverage Furthermore, the expected number of faults

detected at full coverage according to this model variatior—*—, is larger than the corresponding value

in the first extended modelyys. The reason for these properties of the second model variation lies in the

fact that it allows for positive effects of redundancies in sampling code constructs: Faults in those constructs

already covered before may still be detected.

(4)

3 Conclusions

The model presented in this paper contains setups related to operational testing as well as systematic testing.
It also includes for the more realistic intermediate cases of partial redundancy in sampling code constructs.
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